4.2 Designing library of logic cells resistant to side channel attacks
All logic cells resistant to SCA are designed in CMOS technology TSMC 0.35 um. The cells are based on the idea that each combination of input signals response with the same power consumption. This is possible if the hardware is doubled by introducing the adjoint cell with the complementary properties. Therefore any input combination will imply the transition either on truth or false output.
4.2..1.1 Designing inverter / buffer cells INV / BUFF
Due to the complementary design an inverter (INV) cell will act as a buffer (BUFF) cell on the false output. However the simplicity of the logic function requires a different design approach comparing to the general NSDDL concept described in the section 2.5. Actually, DNOR shown on Fig. 2.5.4 insufficient to provide both inverter and buffer function if implemented as Figure 4.2.1.a shows. Obviously, complementary signals A and notA are required at trough and false input providing of this circuit. At the output of the cell two signals denoted with OT (Output True) and OF (Output False) are produced. OT represents true output (invertedA signal), while OF represents the false one. In the case of BUFF cell these signals, meaning OT and OF, are crisscrossed.
At the same time this cell represents a part of the control logic which manages others NSDDL cells. Hence to obtain mask effect (power supply current dependence from input signal combinations) all cells are excited with true and false par of signals. This means that input signals of following cells are doubled as well. Both of these signals (inverted and non-inverted) are taken from the output of the DNOR cell. This means that they pass through a state of logic one during Pre-charge and end up with logic zero state at the discharge phase. During the evaluation phase true output of INV cell has a value of inverted input, while false one coincides with the input signal. Again, when BUFF cell is in question, OT and OF signals are crisscrossed.
This practically means that inverting function in NSDDL logic is obtained with crisscrossing of true and false outputs as depicted on Figure4.2.1.b. Layout of INV/BUFF circuits is shown on Figure 4.2.2.
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Figure 4.2.1 a) Block scheme of INV/BUFF NSDDL cell b) Inverting NSDDL cell
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Figure 4.2.2 Layout of INV/BUFF SCA resistant cell
Time waveform of power supply current (IDD) periodically repeats with PRE, EVAL and DIS phase. Obviously, there are no correlation between dynamic energy consumption and change of logic states of input signals. This fact is confirmed with results summarized in Table 4.2.1.Results obtained for classic inverter cell and NSDDL INV/BUFF cell are compared. Transitions of input signal are given in columns one and two of Table 4.2.1. Dynamic energy consumption is expressed as time integral of IDD during one cycle of input signal changes. This cycle represents time needed for all input signal combinations to occur. In a case of INV cell it last for half-period of clock signal (column three), while for NSDDL this cycle comprise all three operational phases (column 4). As a measure of cell’s SCA resistance relative, average energy consumption difference is observed i.e. standard deviation and normalized standard deviation. Standard deviation is normalized with average energy consumption. As for INV and BUFF cells only two transitions of input signal are possible. Therefore, it is pointless to statistically process only two data values. That is why only relative average energy consumption difference is observed, and it is denoted with E in Table4.2.1. One can see that the uniformity of cell’s energy consumption is increased. This means that presented cell is quite SCA resistant of DPA type. Also, when E parameter is observed there is a 98.9 times increase in SCA resistivity.
Table 4.2.1Characteristics comparison of classic and NSDDL cell
	
	1
	2
	3
	4

	R.br.
	A
	notA
	Eclassic [J]
	ENSDDL [J]

	1 
	0->1
	1->0
	-2.48136E-13
	-1.32838E-12

	2 
	1->0
	0->1
	-2.21651E-13
	-1.3299E-12

	3 
	Emax [J]
	-2.21651E-13
	-1.32838E-12

	4 
	Emin [J]
	-2.48136E-13
	-1.3299E-12

	5 
	Eav [J]
	-2.34894-13
	-1.3291E-12

	6 
	E [%]
	11.275
	0.114


4.2.1.2 Design of twoinput AND/NAND/OR/NOR cells
 Let consider mutually complement NAND and NOR cells as a part of SCA resistant structure. Block schemes of NAND/AND and NOR/OR NSDDL, SCA resistant cells are presented on figures 4.2.3 and 4.2.4, respectively. As on outputs of the cells, mutually complement signals are present, it is clear that the same structure implement NAND/AND and NOR/OR function
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Figure 4.2.3 Block scheme of NSDDL AND and NAND SCA resistance cell
Besides, from figures 4.2.3 and 4.2.4 can be seen that cells are excited with mutually complement input signals A and notA i.e. B and notB. Using de Morgan rules it can be shown that with simple input signal (A, notA, B, notB) permutations, four different logic functions are obtained. 
From figures 4.2.3 and 4.2.4 it is obvious that the same hardware structure implement AND, NAND, OR and NOR functions. That is why this structure is called AND/NAND/OR/NOR2 SCA resistant cell. It is important to note that all functions are implemented using native logic circuits with negative logic (NAND and NOR) which can be easily implemented in CMOS technology. 
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Figure 4.2.4 Block scheme of NSDDL OR and NOR SCA resistance cell
Dnor circuit represents basic element for all SCA resistant cells in NSDDL technique. Primary role of this circuit is to decrease short current in CMOS circuit (short time period between stable logic states when both pMOS and nMOS are on). Moreover, it provides inverting function when transforming from standard to NSDDL logic. 

Figure 4.2.5 shows layout of SCA resistant AND/NAND/OR/NOR2 cell. Layout of AND2, NAND2, OR2 and NOR2 cells differs only by order of input and output ports whichform desired functions. By rule of symmetry, true and false parts of the circuit are mirrored. This way SCA resistance is increased by reducing the imbalance in energy consumption in different parts of the circuit which further provides more uniform IDD time profile.
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Figure 4.2.5 Layoutof SCA resistant AND/NAND/OR/NOR2 cell
Results obtained for classic AND, NAND, OR i NOR and NSDDL AND/NAND/OR/NOR cells are compared and presented in Table 4.2.2.
Table 4.2.2.Characteristics comparison of classic and NSDDL cell 
	
	1
	2
	3
	4
	5
	6
	7

	Num.
	A
	B
	EANDc [J]
	ENANDc [J]
	EORc [J]
	ENORc [J]
	ENSDDL [J]

	7 
	0
	0->1
	4.66653E-14
	4.66719E-14
	-4.90149E-13
	-4.64244E-13
	-2.80668E-12

	8 
	0
	1->0
	-4.78896E-14
	-4.78866E-14
	-6.74157E-13
	-4.72329E-13
	-2.77131E-12

	9 
	0->1
	0
	4.90479E-14
	4.90515E-14
	-5.35755E-13
	-5.00841E-13
	-2.77959E-12

	10 
	1->0
	0
	-5.34461E-14
	-5.34438E-14
	-7.5966E-13
	-5.51628E-13
	-2.74428E-12

	11 
	0->1
	0->1
	-7.22258E-13
	-6.90561E-13
	-4.47183E-13
	-4.30122E-13
	-2.75385E-12

	12 
	1->0
	1
	-8.57274E-13
	-6.50199E-13
	-4.6035E-14
	-4.6035E-14
	-2.82084E-12

	13 
	0->1
	1
	-6.5274E-13
	-6.17331E-13
	4.5045E-14
	4.5045E-14
	-2.77398E-12

	14 
	1
	1->0
	-9.31293E-13
	-7.27617E-13
	-6.567E-15
	-6.567E-15
	-2.79048E-12

	15 
	1
	0->1
	-6.97092E-13
	-6.55875E-13
	7.128E-15
	7.128E-15
	-2.74296E-12

	16 
	1->0
	1->0
	-9.6657E-13
	-7.5999E-13
	-7.16727E-13
	-5.24469E-13
	-2.76441E-12

	17 
	Emax [J]
	4.90E-14
	4.91E-14
	4.50E-14
	4.50E-14
	-2.74E-12

	18 
	Emin [J]
	-9.67E-13
	-7.60E-13
	-7.60E-13
	-5.52E-13
	-2.82E-12

	19 
	Eav [J]
	-4.83E-13
	-4.11E-13
	-3.62E-13
	-2.94E-13
	-2.77E-12

	20 
	E [%]
	210.15
	196.98
	222.05
	202.67
	2.81

	21 
	 [fJ]
	405.4
	337.7
	310.3
	243.1
	24.31

	22 
	NSD[%]
	83.91
	82.23
	85.64
	82.59
	0.87


Transitions of input signal are given in columns one and two of Table 4.2.2. Dynamic energy consumption is as before expressed through time integral of IDD during one cycle of input signal change. For AND, NAND, OR and NOR this cycle is the same as for NSDDL cell for all three operational phases (column 7). As before relative, average consumed energy difference, standard deviation and normalized standard deviation is taken as a measure of SCA resistance. Last three parameters are denoted with E, and NSD and given in columns fourteen, fifteen and sixteen. It can be seen that good uniformity is obtained which qualifies these cells as resistant to SCA of DPA type. From NSD parameter value one can conclude that there is a 94.52 times increase for NAND and up to 98.44 times increase for OR cell in SCA resistivity.
It should be mentioned that total statistical data which relates to NSDDL cell (rows eleven to sixteen) are valid for all combinations of functionality (AND, NAND, OR i NOR). Basically, permutation of appropriate inputs provides this combination of functionality according to figures 4.2.3 and 4.2.4. In column seven obtained results for AND/NAND function are presented, while for OR/NOR mode of operation same integral values are obtained for permuted inputs A and B.
4.2.1.3 Design of XOR/XNOR cell
 Let consider mutually complement XOR and XNOR cells as a part of SCA resistant structure. Block scheme of XOR/XNOR, SCA resistant cell is presented on figure 4.2.6.  Since that at the output mutually complement signals are generated, it is clear that the same structure provides the XOR function at the true output (OT) and XNOR function at the false output (OF).
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Figure4.2.6Block scheme of NSDDL XOR SCA resistance cell 
Figure 4.2.7 shows layout of SCA resistant XOR/XNOR cell. Layout of XOR and XNOR cells differs only by order of input and output ports which form desired functions. By a rule of symmetry, true and false parts of the circuit are mirrored. In this way the resistance to SCA is increased by reducing unequal consumption in different parts of the cell.
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Figure 4.2.7 Layout of SCA resistant XOR/XNOR cell
Results obtained for classic XOR/XNOR and NSDDL XOR/XNOR cells are compared and presented in Table 4.2.3. Transitions of input signal are given in columns one and two. 
Table 4.2.3.Characteristics comparison of classic and NSDDL cells
	
	1
	2
	3
	4
	5

	R.br.
	A
	B
	EXORc [J]
	EXNORc [J]
	ENSDDL [J]

	1 
	0
	0->1
	-3.53364E-13
	-4.79259E-13
	-6.37626E-12

	2 
	0
	1->0
	-5.10444E-13
	-2.96802E-13
	-6.21225E-12

	3 
	0->1
	0
	-3.38217E-13
	-4.65795E-13
	-6.21885E-12

	4 
	1->0
	0
	-4.8312E-13
	-3.33927E-13
	-6.22446E-12

	5 
	0->1
	0->1
	-2.67663E-13
	-5.0952E-14
	-6.26736E-12

	6 
	1->0
	1
	-3.54024E-13
	-4.68105E-13
	-6.15582E-12

	7 
	0->1
	1
	-4.75233E-13
	-3.1152E-13
	-6.2667E-12

	8 
	1
	1->0
	-3.38514E-13
	-4.74441E-13
	-6.1875E-12

	9 
	1
	0->1
	-5.15361E-13
	-3.1878E-13
	-6.2106E-12

	10 
	1->0
	1->0
	-2.6697E-13
	-5.0985E-14
	-6.2337E-12

	11 
	Emax [J]
	-2.67E-13
	-5.10E-14
	-6.156E-12

	12 
	Emin [J]
	-5.15E-13
	-4.79E-13
	-6.376E-12

	13 
	Eav [J]
	-3.90E-13
	-3.25E-13
	-6.235E-12

	14 
	E [%]
	63.64
	131.76
	3.53

	15 
	 [fJ]
	91.77
	154.18
	56.58

	16 
	NSD[%]
	23.514
	47.43
	0.907


Dynamic energy consumption is expressed as time integral of IDD during one cycle of input signal changes. For classical XOR and XNOR cells this cycle is the same as for NSDDL cell for all three operational phases (column 5). As before relative, average consumed energy difference, standard deviation and normalized standard deviation are taken as a measure of SCA resistance. Last three parameters are denoted with E, and NSD and given in columns fourteen, fifteen and sixteen. It can be seen that good uniformity is obtained which qualifies these cells as resistant to SCA of DPA type. 
4.2.1.4. Design of twoinputMaster/Slave D flip flop cell
Block schemes of NSDDL Master/Slave D flip flop (MS DFF) cell is presented on figures 4.2.8. This structure is composed of two identical standard MS DFFs, inverter and Dnor circuits. Each of MS DFFs inputs are connected to appropriate output of Dnor circuit in crisscross manner. Outputs of MS DFFs are connected to the Dnor circuit as well, but this time over inverting logic gate.
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Figure 4.2.8 Block scheme of SCA resistant NSDDL MS DFF cell
Figure 4.2.9 shows layout of SCA resistant NSDDL MS DFF cell. Circuit is layout with respect to a rule of symmetry. In this way the resistance to SCA is increased by reducing unequal consumption in different parts of the cell.
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Figure 4.2.9 Layout of SCA resistant NSDDL MS DFF cell 
Results obtained for classic MS DFF and NSDDL MSDFF cells are compared and presented in Table 4.2.4. Transitions of input signal are given in columns one to four. Dynamic energy consumption is expressed as time integral of IDD during one cycle of input signal changes. This cycle represents time needed for all input signal combinations to occur. In a case of classic MS DFF cell it last for half-period of clock signal (column five), while for NSDDL MS DFF this cycle comprise all three operational phases (column six).Again relative, average consumed energy difference, standard deviation and normalized standard deviation is taken as a measure of SCA resistance. Last three parameters are denoted with E, and NSD and given in columns fourteen, fifteen and sixteen. From value of NSD parameter one can conclude that there is a 457 times increase in SCA resistance.
It is worth to mention that SCA resistivity is not just dependent of electrical or logical architecture of structure. Layout of the structure also has a very strong influence on design quality. Hence, same electrical scheme can give a completely different SCA resistivity depending on how carefully the layout is drawn. Since all methods for designing SCA resistive cells are based on a rule of symmetry, special care is devoted to matching characteristics of appropriate parts of the cell. This opens a number of possibilities for reducing parasitic and further improving so as to obtain even better results just by layout corrections.
TABLE 4.2.4.CHARACTERISTICS COMPARISON OF CLASSIC AND NSDDL CELL
	
	1
	2
	3
	4
	5
	6

	Num.
	D
	Clk
	Qn-1
	Qn
	Eclassic [J]
	ENSDDL [J]

	1 .
	0
	0->1
	0
	0
	-9.60375E-13


	-1.0296E-11



	2 
	0
	1->0
	0
	0
	
	

	3 
	0->1
	0
	0
	0
	-4.4983E-14


	-1.03389E-11



	4 
	1
	0->1
	0
	0
	-1.4672E-12


	-1.03125E-11



	5 
	1
	1->0
	0
	1
	
	

	6 
	1
	0->1
	1
	1
	-9.08228E-13


	-1.03158E-11



	7 
	1
	1->0
	1
	1
	
	

	8 
	1->0
	0
	1
	1
	-2.05216E-13


	-1.03026E-11



	9 
	0
	0->1
	1
	1
	-1.68269E-12


	-1.02927E-11



	10 
	0
	1->0
	1
	0
	
	

	11 
	Emax [J]
	-4.498E-14
	-1.029E-11

	12 
	Emin [J]
	-1.683E-12
	-1.034E-11

	13 
	Eav [J]
	-8.781E-13
	-1.031E-11

	14 
	E [%]
	186.5
	0.448

	15 
	 [fJ]
	598.46
	15.41

	16 
	NSD[%]
	68.152
	0.149


4.2.2 Cells testing
4.2.2.1 Testing of Dnor circuit
For intentional introduction of defects, shorts and opens, in fault free circuit, output signal and supply current for each defect for certain combinations of input signals will be monitored. A number of simulations will depend on number of defects which are tested. The authors decided for this way of testing because of establishing the test sequence. Therefore with given sequence success of the test is determined. As Coverage of defects with given sequence is better, testing is more successful. With this, it can be shown that one test cover more defects which significantly speeds up process of testing. Besides examining logic function of the circuit, it is also very important to compare supply currents of faulty and fault free circuits. At CMOS technology, in stationary state, direct supply current is very small. For this reason current should not be dependent on input word. When defect is present in the circuit, it is very possible that it will be mapped in to change of mentioned supply current. This is useful because instead of monitoring the state of a primary input, value of quiescent, direct supply current is observed (IDDQ). Comparing supply currents of defected and fault free circuits, difference is noticed based on which malfunction of the circuit is detected. In order to discover all malfunctions, besides logic testing, there was a need for IDDQ testing. In the remaining of the text we will focus on this technique in more detail.
A. Modeling of defects
For simulation on logic level, defect is modelled as a logical element. To perform simulations of defects it is necessary to determine the set of defects that can be simulated. After that, the defect should be entered in the circuit, in order to analyze the effect of defect propagation. The model of defect may contain a new function of logical element, change delays or both. Generating models of a defect should provide mapping of a set of faults of logical element in the truth table. If defect is introduced in the circuit it is necessary to perform an additional simulation to obtain new results. In particular, the DNOR circuit will be considered and defects entered individually, one after another. Figure 4.2.10 shows the electrical scheme with marked defects of circuits that are tested. Twelve permanent short circuit defects are inserted and they are denoted with Si, i = 1, 2,…,12 while the remaining twelve represents permanent  open circuit and they are denoted with Pj,  j = 1, 2,..., 12.
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Figure 4.2.10 Defects in Dnor circuit
Faulty work of the circuit can be determined by observing the signal value in the measuring point which is different from the value of the signal in the fault free circuit. Therefore, it is necessary to generate a test signal which will provide this. The test sequence is supplied to inputs of DNOR circuit. How DNOR circuit has three different ports, IN, PRE and Dis, this means that the maximum number of input combinations is eight. Due to the respect of specific relation between input signals, as can be seen in Figure 2.5.5, only six input combinations will be examined. In the table, 4.2.5 is represented by the eight combinations which are indicated by Ul, l = 1, 2,.., 8. 
Table 4.2.5.Combinations of input signals of dnor circuit
	
	IN
	Pre
	Dis

	U1
	0
	0
	0

	U1
	0
	0
	0

	U2
	0
	1
	0

	U3
	0
	1
	1

	U4
	1
	0
	0

	U5
	1
	1
	0

	U6
	1
	1
	1

	U7
	0
	0
	1

	U8
	1
	0
	1


The combinations of input signal determine the mode of the circuit. The combination of U7=001 and U8=101 will never occur at inputs of DNOR circuit. For test sequences from U1 to U6 outputs of fault free and faulty circuits are observed. Bit sequences Ul, are supplied to the inputs IN, Pre and Dis, respectively. During the pre-charge phase signals PRE and DIS are at logic zero. The evaluation phase begins when the PRE signal reaches the logic one. Discharge phase occurs when both PRE and DIS signals are in state of logic one. This is very important because this circuit is used in the encryption algorithm therefore these control signals are of crucial importance.
The method that is based on NSDDL logic relies on correct operation of DNOR circuit. It is therefore, necessary to examine all possible combinations of observed defects and their consequences. For this reason the authors have opted for an exhaustive test. Simulation results will be presented in the next section.
B. Fundamentals of IDDQ tests for digital circuits
Testing based on supply current is an excellent supplement to the testing of logic functions of a circuit. In addition to the observed logic state on the primary output, DC value of supply current (IDDQ) is also very important. By observing the difference between values of supply currents in fault free and faulty circuit presence of the defect in the circuit can be detected. This is very important, because it may be that waveforms of the faulty circuit do not differ from waveforms of the fault free circuit. This is one of the main reasons why the IDDQ testing is very usefully and is widely used. IDDQ testing of digital circuits can be done in three different ways. The first method involves measuring IDDQ for each test vector. This method of testing is very useful when testing prototypes. It is well known that the supply current measurement, for each excitation vector, is impractical due to the large number of measurements. In our case this is not a problem, because the complete test requires only six test vectors.
The second way IDDQ of testing is selective measurement a supply current. In this case measurements are performed only for specific test vectors.
The third way is further IDDQ testing. In this case, special (additional) test signals are developed, which are solely intended for use in IDDQ testing. This test is performed after functional testing. As previously mentioned, CMOS integrated circuits have a relatively low DC supply current in the stationary regime. If the circuit shows a significant increase in IDDQ, then it is considered that there is a defect in circuit. It is necessary to determine the threshold current which helps to distinguish defective circuits from the non-defective ones. Setting this value correct has a great importance in sense that an improper threshold value results in unrealistic number of either defective or good chips. This can further lead in lowering the yield and profit [1-4].

4.2.2.2 Simulation results for DNOR circuit
Types of defects which were investigated are shorts and as opens. Table 4.2.6 presents results which show the coverage of these defects. It is worth to note that these kinds of defects are classified as a physical defect. For each defect, which is fed into the circuit was carried out simulations taking into account any test sequence. For each defect which is entered into the circuit, simulations taking into account any test sequence were carry out. This means that there were twenty-four analysis of the circuit with defect and one analysis of the fault free circuit. Looking at the waveforms of the faulty circuit and comparing them with waveforms of fault free circuit one can conclude that there are some defects which are not mapped to the output of the circuit. DefectsS1andP2do not affect a function of the circuit. From Figure4.2.11can be seen that fourth (fault free output voltage) and sixth (faulty (S1) output voltage) time waveforms are identical. 
[image: image14.emf]
Figure 4.2.11Time waveforms: excitation voltages (1st-3rd), output voltage and IDD current of fault free circuit (4th and 5th), output voltage and IDD of faulty circuit-S1 (6thand 7th)
As previously mentioned in this case defect is not detectable by observing time waveforms of output voltage, while for IDD time waveforms this is not a case. Therefore, comparing time profile of IDD for fault free (5th waveform) and faulty (7thwaveform) presence of the defect (in this case S1) in the circuit is revealed.
Criterion for determining defect presence is 10% change in IDD of faulty circuit in comparison with IDD of fault free one. On Figure 4.2.12influence of defect S11 on time waveform of output voltage and IDD are presented.
[image: image15.emf]
Figure4.2.12 Time waveforms of output voltage and IDD of circuit with defectS11
Table 4.2.6 Coverage of defects
	
	Defects detected by observing only supply current  (IDDQ)
	Defects detected by observing only output voltage (UIZ)

	U1
	S1, S2, S4, S5, S9, S10, P1, P3, P8, P10
	S2, S4, S10, P1, P3

	U2
	S2, S3, S7,  S8, S9, S10, S11, P2, P3, P4, P5, P6, P7, P8, P9, P10, P11, P12
	S4, S6, S10, S12, P1, P3, P5, P11

	U3
	S2, S3, S4, S6, S8, S10, S11 S12, P1, P2, P3, P4, P5, P6, P8, P9, P10, P11, P12
	S2, S3, S7, S8, S10, S11, P7, P8, P9, P10, P11, P12

	U4
	S2, S3, S4, S5, S7, S8, S9, S11, P1, P2, P3, P4, P5, P6, P7, P8, P9, P10
	S2, S7, S8, S9, S10, S11, P1, P3

	U5
	S1, S2, S3, S5, S7,  S8, S9, S10, S11 P1, P2, P3, P4, P5, P6, P7, P8, P9, P11, P12
	S2, S3, S4, S5, S7, S8, P4, P5, P6, P7, P8, P9

	U6
	S2, S3, S4, S5, S7,  S8, S10,  S11, P2, P3, P4, P5, P6, P7, P8, P9, P10, P11, P12
	S2, S3, S4, S5, S7,  S8, S10, S11, P7, P8, P9


For sake of simplicity only one example of defect’s (S11) influence on circuit logic function is presented through figure 4.2.12. Results summarized in table4.2.6 shows that most of the defects, but not all of them, are detected by observing only supply current, IDD.Set of a defects detected with both, logic and IDDQ testing, is obtained only with U1 andU6 input test sequences. For all other input sequences, IDDQ testing method gives wider set of detected defects which include even those detectable with solely logic testing. This is an excellent indicator that for safe testing combination of different testing approaches should be used whenever it is possible. It is important to mention that for defect detection output voltage drop which corresponds to no stable logic value (logic zero or one) is taken into account as well. When utilize booth testing approaches, meaning logic and IDDQ, maximum number of detected defects is twenty-one. This is obtained whenU​3andU5 combinations of input signals are used. These two test combinations do not discover same type of defects. This means that they represent minimal test set because they provide testing of all defects. Combination U3 represents essential test for IDDQ testing because only with this combination defectsS6 andS12are detectable. If sets of defects obtained with minimal test set of IDDQ testing are observed one can conclude that it is enough to perform only IDDQ testing to detect all defects in the circuit. This procedure exhaustive so it is not preferable for complicate and large circuits.
4.2.2.3 Testing of Master/Slave D flip flop circuit
Testing techniques used for Dnor testing in previous section will be utilized for testing of NSDDL Master/Slave D flip flop (MSDFF) circuit as well. Again, permanent shorts and opens type of defects are examined. Since a number of transistors in MSDFF is greater than number of transistors used for building Dnor circuit, denoting defects of each transistor on MSDFF schematic is irrational. In order to perform simulations a number of defects which are to be simulated have to be determined. After that defect is inserted in the circuit and appropriate observing point is adopted. This point should provide visibility of the defect’s effect. Since circuit contains eighty-eight transistors, five hundred and eight defects of mentioned type can occur. As can be seen from Figure 4.2.8symmetric circuit structure in respect for true and false output is considered. This enables to half the total number of defects. Taking the previous in to account there are still forty four transistors to examine. Therefore the simulation of defects for each transistor for its self is a very tedious but unavoidable work. For all allowable combinations of input signals two hundred and sixty four simulations for faulty and one for fault free circuit are performed. For each transistor six defects are examined where each defect is introduced one after another. Transistors are denoted with Pi_KSxy/Prex, or Nj_KSxy/Prex, where P and N represent type of the transistor.  Counters marked as i=0,1...,20, and j=0,1...,22 represents index of pMOS and nMOS transistor, respectively. With KSxy short circuit is denoted while xy determines between transistor connections these shorts occurs. Therefore xy can take values from set {GD, GS, DS} where GD stands for gate-drain, GS for gate-source and DS drain-source. Similar is valid for Prex as well. In this case Prex represent open circuit of connection denoted with x. Here x is from set {G, D, S} where G, D and S represents gate, drain and source transistor terminals, respectively. 
The goal is to perform exhaustive test regardless this kind of test is very demanding and tedious. This is primarily reflected on time needed for simulations, processing and systematization of obtained results which makes this kind of testing very time consuming.
InFigure4.2.13complete electric scheme of NSDDL MSDFF is shown. As previously mentioned total number of transistors is eighty eight. Respecting symmetry, only half of the circuit is observed so figure4.2.14illustrateshalf regarding true output. 
Erect of every defect is firstly observed with a respect to a logic function of the circuit. When logic function is violated in can be considered that defect is detected. An important number of defects in the circuit were detected in this way. From two hundred and sixty four defects, two hundred and thirty two defects were detected by only observing output signal. Figure 4.2.15 illustrates one such case for inserted defect of open circuit at source of pMOS transistor with index four (P4_PreS). First waveform represents response of fault free circuit, while second represents response for faulty one. It can be clearly seen that these two responses are different which automatically implies defect detectability. Response of the circuit can be different depending on the type of a defect that is inserted in to it. Hence, at the output of the circuit distorted or fixed value (logic zero or one) signal can occur which is enough for detecting the presence of the defect since logic function is violated.   
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Figure4.2.13Schemtic of NSDDL MSDFF
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Figure 4.2.14 NSDDL MSDFF, half circuit schematic with denoted transistors
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Figure 4.2.15 Time waveforms of output voltage fault free and faulty circuit with defect P4_PreS
It can be noted that with this kind of testing good results are archived because large number of defects are detected in a quite easy way. For defects that do not violate logic function, additional analysis of IDD is required. Namely, autocorrelation function of IDD for fault free and correlation function between IDDs for fault free and faulty circuit are compared. Autocorrelation function of IDD for fault free circuit is defined with (4.2.1) while correlation function between IDDs for fault free and faulty circuits is defined with (4.2.2). 
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Practically, root mean square (RMS) values of these functions are compared in order to detect defect. Table4.2.7gives results for thirty two defects which were not detectable with logic simulations. For this reason it was necessary to introduce a new method for defect detection. According to results given in the third column of table 4.2.7, where relation between RLiddiddL and Riddidd is expressed in percentages, influence of the defects on IDD can be seen. It can also be concluded that this approach provide detection of nine of thirty two undetected defects (colored rows in table 4.2.7).Remaining twenty there defects stay unrevealed. Observing results given in table 4.2.7 one can see that deviation of RMS value of correlation function from RMS value of autocorrelation function is mostly very small (few percent).Therefore it is not safe to adopt vary low threshold for defect detection. Since first significant deviation occurred for N_11KS_DS defect (≈22%), it was meaningful to adopt 20%deviatin for threshold of defect detection in this case.
Besides previously discussed method for defect detection, time integral of the IDD can be used in this purpose as well. Since operation of the circuit is very specific, time integral of IDD is calculated during PRE and EVALUATION phases separately for all combinations of input signals. Therefore, time integral of IDD for fault free and faulty circuits are compared under same input conditions. Time interval occupied with PRE and EVALUATION phases represents one cycle. Practically, no this interval time integration of IDD is performed. On figure4.2.16these intervals are marked as cycles.
Table 4.2.7 Detection of defects based on correlations of currents fault free and faulty circuits
	Tip defekta na tranzistoru
	RMS_Riddidd [A2]
	(RMSispravno-RMSLoše)/RMSispravno*100

	Ispravno kolo
	8.45E-6
	

	P_0KS_GS
	8.06E-2
	953586.10%

	P_2PrekD
	8.59E-6
	1.59%

	P_2PrekS
	8.62E-6
	2.03%

	P_3prekD
	8.27E-6
	-2.13%

	P_3prekS
	8.26E-6
	-2.28%

	P_5PrekD
	8.87E-6
	4.91%

	P_5PrekS
	8.96E-6
	6.05%

	P_7PrekD
	8.51E-6
	0.72%

	P_7PrekS
	8.55E-6
	1.10%

	P_8PrekD
	8.44E-6
	-0.16%

	P_8PrekS
	8.47E-6
	0.28%

	P_11PrekD
	8.63E-6
	2.12%

	P_11PrekS
	8.51E-6
	0.68%

	P_11PrekG
	1.19E-5
	41.11%

	P_12PrekD
	8.23E-6
	-2.65%

	P_12PrekS
	8.16E-6
	-3.47%

	P_13PrekD
	8.29E-6
	-1.86%

	P_13PrekS
	8.33E-6
	-1.42%

	P_14PrekD
	8.41E-6
	-0.52%

	P_14PrekS
	8.51E-6
	0.66%

	P_14PrekG
	1.05E-5
	24.36%

	P_16PrekD
	8.44E-6
	-0.10%

	P_16PrekS
	8.50E-6
	0.58%

	P_17PrekD
	8.40E-6
	-0.60%

	P_17PrekS
	8.46E-6
	0.06%

	P_20KS_GS
	4.32E-2
	510526.44%

	N_2KS_DS
	1.19E-5
	40.27%

	N_3KS_GD
	1.48E-5
	75.17%

	N_3KS_DS
	8.67E-6
	2.56%

	N_11KS_DS
	1.03E-5
	21.97%

	N_13KS_DS
	1.09E-5
	29.23%

	N_14KS_DS
	1.26E-5
	48.91%


[image: image21.jpg]| | B

31{‘ V(A1)
€ g
3 \ ] -
ESYE]

zp |¥(DIS)
€3 s
215
S EE!

1 PRE/EVAL| PRE/EVALPRE/EVAL |PRE/EVAL | PRE/EVALIPRE/EVAL PRE/EVAL PRE/EVAL |PRE/EVAL |PRE/EVAL |PRE/EVAL PRE/EVAL e
e e
vl U U r
£ 3

N

31 u M— LF Lf t Lmv@uﬂ)

T U U T oIt ruur

. Cikius1 || Cikius2 | |Cikius3_ | CikiUs4_|Cikiluss | CIklus6 | |Clkius7 || Ciklus8 | Cikius9 | |Ciklus10 | GIkIUsT1 || Cikius 12 o

ERERRRRRREARAN HV‘H'l TP Ty T ey rreyd

T T
e g It o

odon sdon adon aston 0

2oy
Time (9)




Figure 4.2.16 Time waveforms of inputs, outputs and I​DD of fault free NSDDL MSDFF circuit
Table 4.2.8 summarizes values of time integral of IDD per cycle for fault free and faulty circuit. Value of this integral for faulty circuit is compared with fault free one in every cycle. As circuit do not have a reset signal, results from first cycle are rejected due to uncertainty. Every deviation in value of the integral for each cycle is expressed in percentage and given in table 4.2.9. With this method eleven of remaining twenty three defects are detected. Therefore, number of undetected defects is reduced to only twelve. Comparing this number (twelve) with total number of defects (two hundred and sixty four) one can conclude that defect coverage is quite good using these test methods. 
Remaining twelve defects do not significant influence on IDD so they can hardly be detected this way. These defects are: P7_PrekD, P7_PrekS, P8_PrekD, P8_PrekS, P11_PrekS, P13_PrekS, P14_PrekS, P14_PrekD, P16_PrekS, P16_PrekD, P17_PrekS andP17_PrekD. It can be concluded that combination of three test methods, i.e. logic function violation, comparison of autocorrelation and correlation functions and comparison of time integral of IDD for fault free and faulty circuits gives solid defect coverage. From two hundred and sixty four defects two hundred and fifty two were detected. Since this is result for only a half of circuit, total defect coverage is five hundred and four from five hundred and twenty eight which is nearly 96%.

Table4.2.8Values of time integral of IDD [A] per cycle for fault free and faulty circuit 
	cycles 
	Fault free
	N3_KSDS
	P11_PrekD
	P12_PrekS
	P12_PrekD
	P13_PrekS
	P2_PrekS
	P2_PrekD
	P3_PrekS
	P3_PrekD
	P5_PrekS
	P5_PrekD

	1
	-2.09E-12
	-2.24E-12
	-2.47E-12
	-1.91E-12
	-2.21E-12
	-6.79E-13
	-1.97E-12
	-2.72E-12
	-2.22E-12
	-2.09E-12
	-3.86E-12
	-3.80E-12

	2
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.08E-12
	-2.74E-12
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.79E-12
	-3.44E-12

	3
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.08E-12
	-4.82E-12
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.79E-12
	-3.44E-12

	4
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.09E-12
	-6.90E-12
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.80E-12
	-3.44E-12

	5
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.08E-12
	-8.98E-12
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.80E-12
	-3.44E-12

	6
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.08E-12
	-1.11E-11
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.78E-12
	-3.44E-12

	7
	-2.09E-12
	-7.10E-12
	-2.09E-12
	-2.02E-12
	-2.03E-12
	-1.31E-11
	-2.23E-12
	-2.05E-12
	-1.99E-12
	-1.99E-12
	-4.01E-12
	-3.70E-12

	8
	-2.09E-12
	-7.10E-12
	-2.09E-12
	-1.98E-12
	-1.99E-12
	-1.52E-11
	-2.22E-12
	-2.06E-12
	-1.99E-12
	-1.99E-12
	-2.34E-12
	-2.10E-12

	9
	-2.09E-12
	-7.10E-12
	-2.09E-12
	-1.98E-12
	-1.99E-12
	-1.73E-11
	-2.22E-12
	-2.06E-12
	-1.99E-12
	-1.99E-12
	-2.34E-12
	-2.10E-12

	10
	-2.09E-12
	-2.12E-12
	-2.48E-12
	-2.05E-12
	-2.05E-12
	-1.94E-11
	-2.11E-12
	-2.60E-12
	-2.09E-12
	-2.09E-12
	-2.32E-12
	-2.08E-12

	11
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.09E-12
	-2.15E-11
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.78E-12
	-3.44E-12

	12
	-2.09E-12
	-2.11E-12
	-2.47E-12
	-2.09E-12
	-2.08E-12
	-2.36E-11
	-2.11E-12
	-2.59E-12
	-2.09E-12
	-2.09E-12
	-3.80E-12
	-3.44E-12


Table 4.2.9 Covered defects
	
	N3_KSDS
	P11_PrekD
	P12_PrekS
	P12_PrekD
	P13_PrekS
	P2_PrekS
	P2_PrekD
	P3_PrekS
	P3_PrekD
	P5_PrekS
	P5_PrekD

	1
	6.94%
	18.38%
	-8.40%
	5.71%
	-67.49%
	-5.81%
	30.16%
	6.30%
	-0.10%
	84.54%
	81.70%

	2
	0.77%
	18.35%
	0.17%
	-0.22%
	31.21%
	0.83%
	24.14%
	0.18%
	-0.07%
	81.20%
	64.43%

	3
	0.87%
	18.34%
	0.16%
	-0.45%
	130.62%
	0.82%
	24.09%
	0.13%
	-0.09%
	81.27%
	64.40%

	4
	0.88%
	18.34%
	0.16%
	-0.15%
	230.14%
	0.82%
	24.10%
	0.24%
	-0.08%
	81.73%
	64.41%

	5
	0.88%
	18.34%
	0.16%
	-0.37%
	329.59%
	0.82%
	24.10%
	0.09%
	-0.08%
	81.87%
	64.41%

	6
	0.88%
	18.34%
	0.16%
	-0.37%
	429.09%
	0.82%
	24.10%
	0.17%
	-0.08%
	80.77%
	64.41%

	7
	239.60%
	0.13%
	-3.51%
	-3.07%
	528.09%
	6.49%
	-1.80%
	-4.86%
	-4.91%
	91.98%
	76.74%

	8
	240.06%
	-0.15%
	-5.45%
	-4.55%
	629.10%
	6.12%
	-1.48%
	-4.87%
	-4.82%
	11.82%
	0.65%

	9
	239.70%
	-0.22%
	-5.52%
	-4.65%
	728.24%
	6.23%
	-1.59%
	-4.98%
	-4.89%
	11.83%
	0.38%

	10
	1.27%
	18.51%
	-1.75%
	-1.83%
	829.17%
	0.90%
	24.45%
	0.13%
	0.11%
	11.11%
	-0.46%

	11
	0.79%
	18.35%
	0.17%
	-0.10%
	928.09%
	0.83%
	23.97%
	0.13%
	-0.07%
	80.79%
	64.55%

	12
	0.87%
	18.33%
	0.15%
	-0.22%
	1027.43%
	0.82%
	24.13%
	0.17%
	-0.09%
	81.71%
	64.40%
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